NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOINXCS

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKKM OJHH M3 CaMbIX AKTHBHBIX MOJIb30BaTENCH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHCT HCCCT U HpO6J’ICMBI.
OTta namsaTkKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPaAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEPAIIOHHYIO CUCTEMY CO BceMH (aiizamu B 1eJ0oM. B OOJIBIIMHCTBE Cily4yacB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. llocrossHHO ycraHaBiaMBail mnayTu (IUQPPOBBIE 3aIJIATKH, KOTOPHIE
aBTOMATHUYECKM YCTAHABJIMBAIOTCA C LEJIbIO JOPAOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJICHHSI CBOE€H omnepalMoOHHOW cuctembl. CkauuBaili UX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Eciaum cymiectByeT  pexum
aBTOMATU4YECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE TIOJI TpaBaMH IOJb30BaTENs, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonp3y#h aHTUBHPYCHBIE TPOTPAMMHBIE TIPOJIYKTHI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Ucnonb3yil BHELIHME HOCUTENM MH(POpMALMU, TaKhe Kak (Quielika, JTHUCK
WK (paiia U3 MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oOTKpbIBaii KOMIIbIOTEpHBbIE (ailbl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIE MpUciail TBOM 3HAKOMBIH. Jlyunie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 5T0 He BHI mepefadn JaHHBIX, HE TEXHOJOTHUS, a BCErO JHUIIL OpEHI,



mapka. Eme B 1991 romy Humepmaniackas KOMMAaHHUS 3apeTHCTpUpOBasia OpeHT
"WECA", urto o6o3nauasio cioBocoueranne '"Wireless Fidelity", xkotopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJIsSETCS TaKOu
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO C
HAMEKOM Ha CTaHJIapT BbIciield 3ByKoBoi TexHuku Hi-Fi, uro B mnepeBoje
O3HayaeT '"BBICOKAsI TOYHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adpornopTax SBISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€301acHBIMU.

CogeTsl 110 0€301aCHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOIO JHUHYIO HHpOpMAIHMIO Yepe3 obIeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTLHO HE BBOJAWTH MAPOJH TOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDA;

2. Ucnonb3yit u OOHOBIISI aHTUBUPYCHBIE TIporpamMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun gyukiuto "O06mmii noctyn K daiinam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yuede;

4. He wucnonp3yit nyonuuasii WI-FI mgis mepenaum JuUYHBIX JTaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU WJIN B JJIEKTPOHHYIO ITOYTY;

5. HUcnonp3yit Tonpko 3ammuieHHoe coequnenue yepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun (yHkiuio "lloakmouenne k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoununajabHble CeTH

ConuanbHbIe CETH aKTUBHO BXOJIST B HAIIy KU3Hb, MHOTHE JIFOJIA PabOTaIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILTHAPA YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MMOHUMAIOT, YTO MH(OpMaIms, pa3MeliecHHAas WMH B COITMAIBHBIX CETAX, MOXKET
OBITh HalJileHA W HCIOJb30BaHA KEM YIrOJIHO, B TOM YHCJIE HE 00s3aTeIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIMAIBHBIX CETAX:

1. Orpannyb cniucok Apy3ei. Y Te0si B APY3bsX HE JOJKHO ObITh CIyYalHBIX
1 HE3HAKOMBIX JIIOJICH;



2. 3amuniail CBOXO YacTHYIO ®u3Hb. He yka3wiBait maposu, TenedoHsl, aapeca,
JaTy TBOEr0 POXACHUS M APYTYI0 JUYHYIO HHQOpMaLUIO. 3JI0yMbBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETU
IUIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuiiaii CBOIO pemyTaIuio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTea Obl Thl, YTOOBI ApPyrue MOJIb30BATENM BHUJIEIH, YTO Thl 3arpykacuib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAElIlb, HE UCIOJIb3YH CBOE
peanbHOE UM U JPYryI0 JUYHYI0 MH(OPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
yueObl U IIpoUee;

5. N36erait pasmemennst Gororpaduit B UHTEpHETE, TIE THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPE/ICIIUTh TBOS MECTOTOI0KCHHE;,

6. HpI/I perucrpaivu B COHHaJIBHOﬁ CCTHu HCO6XOIII/IMO HUCIIOJIB30BaTh

CJIOKHBIE TTapOJIU, COCTOSIUE U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  comuanbHOW ceTH, TMOYTHl H JIPYTUX CaWTOB HEO0OXO0IUMO
UCITI0JIB30BaTh pa3Hble mapoyu. Toraa ecinu Tedsi B3J1OMAIOT, TO 3I0YMBILUICHHUKA
IOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO TIUIATEXEH, OJHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

QHCKTPOHHBIG JACHBI'H ITOABHJIMCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHn QyHKIIMOHUPYIOT M O HUX YKe ITPOIIMCAaHO B 3aKOHE, IIe UX
pa3neNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH OINepanuu 0e3
UACHTU(UKAIINY TT0JIH30BATEINsI, @ B HCAHOHUMHBIX WIACHTU(GUKAITUS TTOTH30BaATEISA
SIBJISIETCS 00S3aTEBLHOM.

Taxxe cremyer pa3nuuaTh d3JEKTPOHHBIE (UATHBIE JACHBIU (paBHBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(UaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 0€30IMacHON PabOTe C IMECKTPOHHBIMHU JIEHBAMU:

1. IlpuBsbxu K cyeTy MOOMIIBbHBIN TenedoH. ITo caMblii yAOOHBIH U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBINA TeneoH MOMOXKET, eciu
3a0y/iellb CBOM TIIATEKHBIA TApoiab WX 3aijellh HAa CAalT C HE3HAKOMOTO
YCTPOMCTBA;



2. HUcnonb3yit omHopa3oBbie mnapoiu. llocie mnepexona Ha YCHICHHYIO
aBTOpHU3alMio Tebe yke He OylneT yrpokaTh OMACHOCTh KpaXH WJIM IepexBaTa
IJIaTEXKHOTO MapOJIs;

3. BeiOepu cnoxsblii maponb. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIOKHBIM maposib. HaxexHple maposm - 3T0 Mapoyu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUHbIE M IPOINUCHBIE OYKBBI, LU(DPBH U
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, GyHTa, BOCKIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOJIU CBOM JINYHBIE JAHHBIC HA CaliTaX, KOTOPHIM HE IOBEPSICIIb.
DJIEKTPOHHAS MOYTA

DNeKTpoHHAs MOYTa - 3TO TEXHOJIOTHMS M NPEIOCTABISEMBIE €0 YCIYTH I10
NEPECHUIKE U MOIYYEHHIO JIEKTPOHHBIX COOOILEHUH, KOTOPBIE paCIpeNesIoTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SIIUK BBITJISAUT
CIIEYIOIUM 00pa30oM: UMsI_I0JIb30BATENA(@UMs_J1oMeHa. Takke KpoMe repeiauu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C ICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIyUlIE TOBEPSTh TEM,
KOT'0 3HAaelllb U KTO IIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOU MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BBIOpATh "My3bIKaIbHBIN  (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3yld ABYXATAHYK AaBTOPHU3AIMIO. DTO KOIjJa IMOMUMO NapoJis
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN IO SMS;

4. BeiObepu CIOXKHBIM Mapotb. [ KaKI0ro MOYTOBOTO SIITUKA JOJDKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Ecmu ectb BO3MOXHOCTH HalKMCaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
MCIOJIb3YH 3TY BO3MOKHOCTD;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX AIMMUKOB. IlepBblii sl 4YacTHOM
MEPEINUCKU C aJipecaramMu, KOTOPHIM Thl JOBEpsEIb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMaxX U CalTax;

7. He oTkpbiBail Qailnbl ¥ Apyrve BIOXKEHUS B MUCbMAaX, JAXE €CIU OHH
OPUIUIM OT TBOUX Jpy3eil. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOe ITH
(haisl;

8. ITlocne oxoHuaHusi pabOTHl HAa TMOYTOBOM CEPBUCE TEepe]] 3aKphITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeriiTu".



Ku0epOy/sIMHI WM BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOymmar - npecie0BaHue COOOIIIECHUSMU, CoJIep KaIlUMHU
OCKOpPOJICHMS, arpeccuio, 3alyruBaHue; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHKE C MIOMOIIBIO PA3TMIHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 60pHOE ¢ KHOSPOYTITMHTOM:

1. He Gpocaiicst B 60#. Jlyummii cmoco6: mocoBEeTOBAaTHCA Kak ce0s BECTH H,
€clii HeT TOro, K KOMy MOKHO OOpaTHTBCS, TO BHadalle YCIOKOUThCA. Ecimu Thbl
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa3oKenTb KOHDIHKT;

2. YopaBnsii cBoeil KHOeppenyTaimei;

3. AHOHMMHOCTh B CE€TH MHHMas. CYH_IGCTBYIOT CITOCOOBI BBIAICHUTDH, KTO
CTOWT 3a AHOHMMHBIM aKKaYHTOM;

4. He crout BecTH XyNnuraHCKui o0Opa3 BHUpPTyaJbHOW >Xu3HU. HHTEepHeT
buKcUpyeT Bce TBOM JEUCTBHS W COXpaHICT UX. YJIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIIBHO;

5. Cobnroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. UrHopupyit enauHW4HBI HeratuB. OIHOPA30BBIE OCKOPOUTEILHBIE
COOOIIeHHUsT Jyd4lle UrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COITMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OMpEICIICHHBIX aJPECOB;

8. Ecnu ThI cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
npeciieoBaTensl, MoKa3aTb €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
NOJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pPOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COACPKAT B ceO€ BIOJTHE B3POCIHBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMITbroTepamMu. OHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTMpoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX IPOUCXOAUT HE TakK
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOMIIbHBIX MPUITOKEHUH.

CoBpeMeHHbIe MOOWITbHBIE Opay3ephl y)Ke MPAKTUUECKH JIOTHAIA HACTOJIbHBIC
aHAJIOTH, OJHAKO paciupeHue (yHKIHMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJ0’KHOCTb U MEHBIIIYIO 3al[UIIEHHOCTb.



Jlaneko He Bce MPOM3BOAUTENM BBIMYCKAlOT OOHOBIJICHHMSI, 3aKpbIBAOILINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBisieTcss mo-HacToseMy OecrulaTHeIM. Byabs ocTopokeH, Bedb
Korja tebe mpenaraiT OecraaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

Hymaii, npexae yem oTnpaBuTh SMS, ¢oto unu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OYIyT B KOHEYHOM HUTOTE?

Heo6xoaumo 0OHOBIIATH OMEpPaIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yil aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TEIE(POHOB;

He 3arpykaii mpuiaoXeHHS OT HEHW3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHE;

[Tocne Toro xak Thl BBIAJEIIL C CalTa, TJie BBOAWI JIMUHYIO WH(OPMAIUIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[Tepuoanuecku MPOBEps, KaKUE IUIATHBIC YCIYTHM aKTHBHPOBAHBI Ha TBOEM
HOMeEpeE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JOJSM, KOTOPBIX ThI
3HAElIb U KOMY JOBEPSEIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/a Thl UM He Moib3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJAMH-UTPBI - 3TO  KPACOYHBIE,  3aXBaTHIBAOIINE
pasBiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYr C JPYrOM, BBIMOJHSIOT 3a7aHus,
CpakaloTCsl ¢ MOHCTPAMHM M IIOJYYarOT OMNBIT. 33 YAOBOJIbCTBUE OHU IJIATAT:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpeacTBa HIyT Ha NOAAEPKAHUE U PA3BUTHE UIPHI, & TAKXKE HA camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU sl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX HUTpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO TMapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOJIBITHHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener ce0s IUIOXO WM CO3AaeT Tebe HEempHUSITHOCTH,



3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyicss agMAHUCTPATOPAM UIPHI HA IUIOXOE MOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUATHh KAKHE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail tuuHy0 HH(OOpMaIIUIO B Mpodaiiyie Urpsi;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIC TApOJIH;

7. JJaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Tl Urpaenis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHBbIX JaHHbIX

OOBIYHOI KpaXkell IeHET U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yIUBUIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JOYMBIIUICHHUKH II€PEMECTUIINCE B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEJIOM.

Tax mosBUIach HOBas yrpo3a: HMHTEPHET-MOIICHHWYECTBA WM (DUIIMHT,
TJIaBHAs Ie7b KOTOPOTO COCTOWT B TOJIYYEHUH KOH(HUACHIHAIBHBIX JTaHHBIX
M0JIb30BaTENEN - JOruHOB W maposieid. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢uuHr (0T fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Crneaun 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHCTpaTOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHoB U
IIOMCKOBEIX CHCTEM;

3. Ucnonp3yil crnokHble W pa3Hbie mMapoiu. TakuM oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1ebst B3mOMaiM, TO HEOOXOAUMO TMPEIYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABICHBI y T€OS B PY3bsAX, O TOM, U4TO T€OsI B3JIOMAIU U,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbiBail (pailibl U JIpyrue BIIOKEHUS B NHCbMax, JaXe €CIM OHU



MPUILTA OT TBOWX Apy3eld. Jlydie yTouHw y HUX, OTIPABISIIN JIM OHH TeOe ITH
(haitibl.

Mudposas penyramus

[Mu¢posas penyranus - 3T0 HETaTUBHAS WIM [TO3UTUBHAS UH(POpPMALUS B CETH
o tebe. Kommpomerupyromass nHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBoeW peanbHOU ku3HH. "Lludposas
pemyTaius" - 3TO TBOM UMUK, KOTOPbI (hopmupyeTcs u3 uHpopMauu o tedbe B
UHTEPHETE.

TBoe MecTo KuTeNbCTBa, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue MOoAPOCTKH JIETKOMBICIICHHO OTHOCATCS K MYyOJWKalUMU JUYHOU
uHdopmaruu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOJKEIIb JIOTaaThCs 0 TOM, 4To (pororpadus, pa3MellleHHas 5 JIeT Ha3ajd, craja
MPUYUHON OTKa3a MPUHATH TEOs Ha paloTy.

KommenTapuu, pasmenieHue tBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, KaKk Thl MX yJIajaullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJaBHOE: YTO MOAYMAIOT O TeOE OKpY’Kalollue JIIOJH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHOpMaLMi0O MHOTO JIET CITyCTS CMOYKET
100011 - KaKk U3 100pbIX NOOYKIECHH, TAK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 0 3aIIUTE UPPOBOH pEITyTaIUU:

1. [Tomymaii, mpexkae yeM 4To-To MyOJMKOBATh U MepenaBarh y cedst B Omore
WA B COIMAJILHOM CETH;

2. B nactpoiikax npo¢uias yCTaHOBM OIPAaHUYEHHUS Ha MPOCMOTP TBOETO
pouIIs U €ro COACPKUMOTO, CACNIal ero TOJIBKO "/ist py3eit";

3. He pasmeniail u He ykasblBal MHQOpMALMIO, KOTOPAsi MOXKET KOTO-I1M00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE NIKOJbHUKH - AaKTUBHBIE TIOJIb30BaTeNd  HU(PPOBOTO
npocTtpancTBa. OgHAKO JajleKko HE BCE 3HAIOT, YTO IMOJH30BAHWEC MHOTHUMU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpeOyeT coOmoneHuss TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTeNIEKTyanbHasi COOCTBEHHOCTH' OTHOCHUTCS K pPa3iHMYHbIM
TBOPEHHUSIM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHUH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYTH, U 3aKaHYMBas KHUTaMH,



¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HMHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTH Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJlbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpPaBELJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHus aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMMyOJMYHO HCIOJIHATH, MOKA3bIBATH/UCHOIHATh B dQUpe WU
pa3memath B IHTEpHETE.

Hcnonbs3oBanue "muparckoro” nporpaMMHOIO 0OECIEYEHHUS] MOKET PUBECTH
K MHOTMM pUCKaM: OT IIOTE€PH JIaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE U O€CIIaTHbIE MIPOTPaMMbl, KOTOpPbIE
MO>KHO HaliTH B CETH.

O nopraJe

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYUK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MMacCHOCTH B CETU TMOHSATHBIM U JIOCTYIHBIM $I3IKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(DPOBBIM IrpakIaHUHOM !



